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Foreword

The Federal Information Processing Standards Publication Series of the National Institute of
Standards and Technology (NIST) is the official publication relating to standards and guidelines
adopted and promulgated under the provisions of Section 5131 of the Information Technology
Management Reform Act of 1996, and the Computer Security Act of 1987, Public Law 104-106.
Under these mandates, the Secretary of Commerce promulgates standards and guidance
pertaining to the efficiency, security and privacy of Federal computer systems. The National
Institute of Standards and Technology, through its Information Technology Laboratory, has the
mission of developing standards, guidelines and associated methods and techniques for computer
systems, and providing technical assistance to industry and government in the implementation of
standards.

Comments concerning Federal Information Processing Standards Publications are welcomed and
should be addressed to the Director, Information Technology Laboratory, National Institute of
Standards and Technology, Gaithersburg, MD 20899.

Shukri Wakid, Director
Information Technology Laboratory

Abstract

This standard specifies requirements to be met by government Key Recovery Systems. Such
systems provide for the decryption of stored or communicated data when access to the data is
properly authorized.

ALTERNATIVE TO THE ABOVE: This standard specifies requirements to be met by key
recovery products used by Federal government agencies. These products provide for the recovery
of keys which will be used for the decryption of stored or communicated data when access to the
data is properly authorized.

Key words: ADP security, computer security, Key Recovery, Federal Information Processing
Standard.
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Federal Information
Processing Standards Publication XXX

(Date)
Announcing the

REQUIREMENTS FOR KEY RECOVERY PRODUCTS

Federal Information Processing Standards Publications (FIPS PUBS) are issued by the National
Institute of Standards and Technology (NIST) after approval by the Secretary of Commerce
pursuant to Section 5131 of the Information Technology Management Reform Act of 1996, and
the Computer Security Act of 1987, Public Law 104-106.

1. Name of Standard.Requirements for Key Recovery Products.
2. Category of Standard.Computer Security, Cryptography.

3. Explanation. This Standard specifies requirements for key recovery products. These

products provide for the recovery of keys to be used for the decryption of stored or

communicated ciphertext when the decryption keys are not otherwise available. Key recovery is
motivated by three primary scenarios:

1. recovery of stored data on behalf of an organization (or individual) e.g., in response to the
accidental loss of keys;

2. recovery of stored or communicated data on behalf of an organization (e.g., for the purposes
of monitoring or auditing activities); and

3. recovery of communicated or stored data by authorized authorities.

The first scenario supports the ability to regain access to data that would otherwise be lost. The
second scenario encompasses internal investigation authorized by an organization. The final
scenario encompasses data acquired under the authorization of court orders for wiretaps, search
and seizure orders, civil suit subpoenas, etc

A Key Recovery System (KRS) manages cryptographic keys in support of data recovery when
normal key access mechanisms fail. These systems must be carefully designed so that plaintext
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may be recovered in a timely manner, and so that only authorized recoveries are permitted.
Therefore, security is a critical factor in any KRS design.

The purpose of this standard is to specify requirements for key recovery products, and to enable
the validation of products claiming conformance. The standard encompasses the functional,
security, assurance and interoperability of key recovery products.

4. Approving Authority . Secretary of Commerce.

5. Maintenance Agency.U.S. Department of Commerce, National Institute of Standards and
Technology (NIST), Information Technology Laboratory.

6. Cross Index.

a. FIPS PUB 46-2, Data Encryption Standard.

b. FIPS PUB 81, DES Modes of Operation.

c. FIPS PUB 140-1, Security Requirements for Cryptographic Modules, January 1994.

d. DOD 5200.28-STD, Department of Defense Trusted Computer System Evaluation
Criteria (TCSEC) (“The Orange Book”), National Computer Security Center, December
1985.

e. SC 27 N1953, Evaluation Criteria for IT Security, Part 3 — Security Assurance
Requirements

f. 1SO 7498-2, Information Processing Systems - Open System Interconnection -Basic
Reference Model - Part 2: Security Architecture; February 1989.

Other NIST publications may be applicable to the implementation and use of this standard. A list
(NIST Publications List 91) of currently available computer security publications, including
ordering information, can be obtained from NIST.

7. Applicability. To be supplied by the Federal Government.

8. Applications. This standard is appropriate for use in a variety of applications, inclddirg

not limited to)

When computer files are encrypted for secure storage or transrission

When electronic mail is encrypted before transmission among communicating eatities
When electronic voicefax , or videocommunications are encrypted for privaagd

When link or network layer encryption is employed to provide bulk protection.

ronPE

9. Specifications.Federal Information Processing Standard (FIPS xyz) Requirements for Key
Recovery Products (affixed).
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10. Implementations.Implementations of this standard may be in software, firmware, hardware,
or any combination thereof. All cryptographic modules employed in such implementations shall
comply with FIPS 140-1. FIPS approved encryption algorithms (e.g., DES) shall be used in
Federal applications of systems conforming to this standard. The use of new encryption
algorithms which are FIPS approved after the date of the standard is also permitted.

Information about the validation of implementations conforming to this standard may be
obtained from the National Institute of Standards and Technology, Information Technology
Laboratory, Attn: Key Recovery Validation, Gaithersburg, MD 20899.

11. Export Control. To be supplied by the Federal Government.
12. Patents.Implementations of this standard may be covered by U.S. and foreign patents.
13. Implementation ScheduleTo be supplied by the Federal Government.

14.  Glossary.The following terms are used as defined below in this stangdé@FE—TFHE
CEOSE AR MAS MO 2EVIEWED 2 == A0

Abstract Machine The underlying hardware or firmware abstraction to which the software is
written.

Accountability The property that ensures that the actions of an ewtitganbe traced |
uniquely to the entity.

Assurance -Contidensethotonentibrmests-isseorrbrobiectived M@ degree |

of confidence that a product correctly implements the security
pehieyfunctions In the context of this FIP$hree levels of assurance are
specified, representing increasing degrees of confidence.

Auditable Events  EventsSecurity relevant machine transactiovithin a key recovery |
product which may appear in an audit log (see Section 4).

Authentication Data Information useddethenticateerify the claimed identity cén entity, |
e.g., a password, PIN, biometric, or response to a challenge.

Authentication A technique used tauthenticateerify the claimed identity cén entity,
Mechanism e.g., user ID and password, token, biometifcchallenge-response.

3
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Key Source

?Authorizedkey
Key
receverRecovery

?Authorized
Request

Authorized User

Common Criteria
(CC)
Common-Criteria
Evaluation
Assurance-Level
(EAL)
Common-Criteria
ProtectionProfile

Confidentiality

Configurable

bl

Configuration Item

Configuration
Management (CM)

I ot des i i the

Key recovery either with the permission of the owner of the data or as
otherwise permitted by law.

A request based on a legal and lawful right for access by a data owngr or
other authorized entity.

A user who is authorized to access a system to perform one or more
actior@perations |

An international standard for security in information security produgts.
(See Cross Index.)

not

property that information is not made available or disclosed to an
unauthorized user, process object.

Aproperty whereby-aapability featureof a producthatmay or may not
he enabledis-avatable-butneed-notbe-selectedHor use

An_litems (e.g., documents, software, hardwarepich—are—under |
configuration control.

The management of security features and assurances through the control
of changes made to a system’'s hardware, software, firmware,
documentation set, test, test fixturasad test documentation throughodt

the development and operational life of the system.
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Cryptographic End

An encryption product for which the output is not recoverable.

System (non-

recoverable)
Cryptographic End
System
(Recoverable)

Cryptographic
Module
(cryptomodule)

Data

DataEncryption
Key (DEK)

Dataerigin-Origin
authenticatioAuthe
ntication

Data Recovery
System

Decryption

Encryption

Evidence of Origin

A-SyStem-contalning eneny_ptle1n and elel_elyptlelehaensnl_nsl o
Funetion.SeesSection 2.6.

FheA set of hardware, firmware, softwam some combination thereof

that implements cryptographic logic, cryptographic processdsoth.

Voice, facsimile, computer files, electronic mail, and other stored or
communicated information.

A symmetriecryptographidkey used to encrypt datis a symmetric
cryptosystem, the same (or an easily derived) key also is used to dec

data.
The ability to authenticate the identity of the source of information. Se
ISO 7498-2.

ypt

D

The system/subsystem used to recover encrypted data using a recovered
target key obtained bijrea Key Recovery Request&ystenifunction

A processaf—for ehangHWmhertext |nto plamtegtusmg a
cryptographic algorithm and a key

p#eeess—@)—@enve%gdh process for transformlngcpﬂalntextlnto
ciphertext through the use of a cryptographic algoritimm a key

4—A proof of the origin of information that cannot befuted
(successfully) repudiateby the originator, e.gby-a message digitally

signed by the originator-usirgdigital-signaturg2)-Nen-repudiation.
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Evidence of Receipt A proof of the receipt of informatsarthatcannot be (successfully)

repudiated byhe recipientannet-deny-havingreceived-the-information

e.g.,a digitally signed receipt issued-using-a-digital-sighdiyre
recipient ¢n thereceiveamessage.

FIPS 140-1evell TFhis-FIPS 140-1 Sspecifiesy basiesecurity functionality and assurance

Socurty requwements fo&cryptomodule Ne—phygeal—se@my—meehamsms—are
Requirements

FIPS Compliant Meeting all requirements of a specified levetief FIPSstandard |
Flaw Remediation = The correction of discovered security flaws in a product or system.

Functional A high level description of the requirements fagrraduct orsystem. |
Requirements

onal ioh_lovel_deserinti 4 sibleinterf | behavi 4l
Implementation A description of the implementation (e.g., source code when the
Representation implementation is software or firmware; or drawings and schematics, if

the system is hardware).

! The C2, B1 and B2 ratings are in accordance with the TCSEC (see the crose-thdex
Announcement sectigon
6
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Independent Testing Testing performed by persons other than the developers.

Informal Security ~ An accurate and concise statement of system security policy expressed

Policy Model irfermalhy-(ie in natural languagee.g., English

Informal Qﬁ—%épF@SSGd—M—H&EHF&l—l&FW@AA#M@H—&S—BFGS@—FH—HM’JY&
language.

betormad Wieen-ta-remma-bmesace—eg—=nglish

shlelpresentation

Integrity The property thasensitivedata has not been modifies-deletedin an |
unauthorized and undetected manner.

-Ihteractive Two-waycommunication-between-end-users.

ComrHeaten

Interoperability The ability of products or systems to communicate with one another.

=}

Key Encapsulation A method of key recovery in which keys, key parts, or key related
information is encrypted specifically for the KRA Function and

associated with the encrypted data.

Key Escrow - The-processes-ol-managing-{e-enarating.-storing-transferring.

3>A method of key recover_rﬂ whichwherethe secret or private keys,
key partsor key related information to be recoverisdstored by one or

more Key Recovery Agent&therKey-Receveryinrformationmay be
available-elsewhere.

ey Recoyvery Accessto-ptornton-seiceniorecovercresrateddarn, |

Key Recovery A key recovery systerfunctionthat performs a recovery service in

Agent (KRA) response to an authorized reqdestreguestersystem-on-behalfof a
Function reguestar

Key-Recovery Pe#e%s—a—key—reemm#y—sea%&h#espense%—an—aeﬁheﬁzed#eques’!.
AgentFuncmn
7
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o

y hi I ith it : ion or
Cosasesystem  KeyRecovenolidotion-Funeticaorboth.

Key Recovery A product that performs one or more key recowsstenfunctions. |
Product

Key-Recovery-Field A—ﬁeld—ea%pm—by—ﬂw%ey—meeawmeehamsm—ef—a—pmdeﬁ that

Key Recovery All or part of thereguiredinformation that isssed-#mequired forthe |

Information (KRI)  recovery of a key. The KRI does not include a plaintext key.

KeyReegyery Keyrecoverintormaticiwhich-is-spechictensnoleloyrecovery

(KRIF)

Key Recovery A stream-of-bytedata structuréhat serves as a container for a single key

Block (KRB) recovery scheme-specific KRand associates the KRWwith a set of
standard fields in a predefined format.

Key Recovery A policy whichthatspecifies the conditions under which key recovery |

Policy information must be created and conditions under which and to whom

the key recovery information may be releasethay also indicate the |
allowable Key Recovery Agent(s) and how or where key recovery
information must be maintained.

Key Recovery FheA function in a key recovery system-system/subsysisaaby-the

RequestofKRR) reguestoto request keys.
FunetiorFunction

Key-Recovery An-authorized-key-recoveryas-performed-by-a-Key-Recovery-Agent.
Sepdee

Key Recovery CeonsistsThis consist®f the KRIGeneratiorgeneratiorFunetion the

System (KRS) KRI Manragemenimanagement-Funetioand thakey-key Recovery
recovery-Funetionlt includes software, hardware, procedusssl
infrastructure.
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KRA
KRB

KRI Delivery
Function

KRHkey
Encossulation

KRI Generation
Function

KRI-Providers

KRI Validation
Function

KRR

KRS

Layered-Product

Least Abstract
Representation

Key Recovery Agent
Koy RecoveprBlock
A key recovery system functidhatAassembles and formatsekey

recovery information (KRI) and makéseit KRl-availablefor recowery
and validation

A key recovery system function thagéherates all or part of the key

recovery information (KRI);eeded—te—FeeeaM}e—taFget—key—aM—pmwd

A key recovery system function thatChecagthenticatessalidatesor

verifiesthe-avaitlablkey recovery information.

Key Recovery-Reguestor-System. |
Key-Recovens System |

4> The most concrete representation of an implementation (e.g., sour

code) @%e—mp&sen&aﬁen—that—rs—elesest—te—the—m%lemen&aﬂen e.gl
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Presentation of Providingtheinformation necessary to casryg out the assurance
Evidence activity.
Private Key Hnran-asymmetrice(publie)y-key-eryptosystemthat key-of-an-entity

key-pairwhich-is-knrewn-enly-by-that-entity—(R)cryptographic key used

with a public key cryptographic algorithm, uniquely associated with an
entity, and not made public.

Public Key -lronasymetiewey-system— ot koot onentibras-eeydilrn-s
publiely-krown—(2)A cryptographic key used with a public key
cryptographic algorithm, uniquely associated with an entity, and which

may be made public.

Realtime Communication in which data transmisslmetweerthe sender and

Communication receiver is intended to take place in near real tioregontemporaneous
communication. Virtual terminal emulation and Werld wide web are
examples of real time communication. Contrast witflyed delivery
communication.

Recovery
Reqistration W#LauewJey—Feee\mFy—uang—the%RAnformatlon prowded to a KRA

Information in support of (later) key recovery.
(RRI?)Registration
e

o .

Representation An accurate and complete mapping from a higher level representation to
Correspondence  a lower level representation (e.g., from functional requirements to a

10
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Secret Key

Security Domain

Security Policy

: liey
Mocel
SecurbrTarget

Self Recovery

Protocols

SessionKey

July

functional specification, from a functional specification to a high level
design, from a high level design to a low level design, from a low level
design to source code, etc.).

Interacts-with-one-or-more-Key-Recovery-Agents-using-Key-Reeovery
; . I eov.

A cryptographic key used with a secret key [symmetric] cryptographic

algorithm,uniguelyasseciatettnown bywithone or more entities, and
which-shalinot be made pubilic.

1  obi : i . hori I t of
relevantactdtiestaw sithe-setolelemenisare sablecHethescouty

liey-—_admini by tl . horifor i o
activittes—(2)A set of security-related services, mechanisms, and

policies.

#em%he—mqu#emen%s—e#thns—st&%&@—&n%he—addiﬁen&kseeuﬁ%y rule
impeosed-by-the-manufacturer—R set of rules and procedures

regulating the use of informatipmcluding its processing, storage,
distribution and presentation.

U7

Adormal-representation-of-the-security policy-enforced-by-the-product.

: : . I it 0 be
used-as-the-basisfor-evaluation-of-antdentified-product.

Key recovery effected by a subscriber gabscriber organization?), in
contrast to key recovery performed byuaraffiliated third party, e.q., as
a service.

Interactive-communications.

Akey-thatis-used-to-encrypt-andiordecryptdataforasingle
communications-session.

11
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SessionKey
Recovery
SIMIME

Staged Delivery
Communications

Recovery-of-the Data-Eneryption-Key.

Secure MIME-as-defined-by RFC XXX. |

Communication in which dategansmission betwedghe sender and
receiver is stored at one or mangermediate points, e.g., to facilitate

Standard
Communication
Protocol

Store-and-Forward
Communications

Subject

System
TargetkeyKey

TargetkeyKey
nformatiordnforma

communication when not bothesendemndthereceiver are
simulaneously available. Electronic mail is the best knewammple of
staged delivery communication. Contrast with real tftm@munication.

Any communication protocol adopted by a generally recognized
standards organizatiofor this standard, the phrase “standard
communication protocol” encompasses any communication protocol t
has been adopted by a generally-recognized protocol standards
organization, including the International Telecommunication Union
(ITY), International Organization for Standardization (ISO), the
American National Standards Institute (ANSI), the Institute of Electricg
and Electronics Engineers (IEEE), the Asynchronous Transfer Mode
(ATM) Forum and the Internet Engineering Task Force (IETF).
~pick-up-page-13-text]

One-way-communications{i.efrom-a-senderto-areceiver)without the

yelvementetherecelvebnerecelvermayoegurethe

o . hich ic sicnifi I | I he time the
communication-is-sent.

An active entity, generally in the form of a person, process, or device t
causes information to flow among objects (passive entities that contai
receive information) or changes the system state.

nat

—

hat
nor

Includes-seftwarehardware;procedures.

Thecryptographidkey recovered by a Key Recovery System. |

&rInformationprovided-heldy a KRAIN response to an authorized ke

recovery request-which-is-used-to-reconstruct-atarget key—e-g-the target

tion (TKI

key-may-be-reconstructed-by-perorming-a-mathematical-caleulation using
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Protocols

Trusted Path A mechanism by which a person or process can communicate directly

with aeryptographic-modulekey recovery system functi@nd which
caneng#be actlvateubnly by the person process orthe functlon—er

TrustedThird-Party An-entitywhich-istrusted-by-the-parties-performing-the-encryption or

Trusted Time A date and time that is reliable, accurate, and is

Stamp _affixed in such a wagsto preclude undetected modification—that-i can
Betbamediied-bysortes-otherthan
re-irre-smaing-sourecwithancetestion.

s Decrpstion-om-anchypiotkay-byrancthaskoy.

I il hed L ol il : I .
Analysis

Wrap Eneryption-ef-a-cryptographic key-hy-anotherkey. |

15. Qualifications. The security requirements specified in this standard are based upon
information provided by many sources within the Federal government and private industry. The
requirements are designed to protect against adversaries mounting cost-effective attacks on
unclassified government or commercial data. The primary goal in defining effective security for a
system is to make the cost of any attack greater than the possible payoff.

While the security requirements specified in this standard are intended to maintain the security of
a key recovery component, conformance to this standard does not guarantee that a particular
component is secure. It is the responsibility of the manufacturer of a key recovery component to
build the component in a secure manner.

Similarly, the use of a key recovery component that conforms to this standard in an overall
system does not guarantee the security of the overall system. It is the responsibility of an
organization operating a key recovery system to ensure that an overall system provides an
acceptable level of security.

13
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Since a standard of this nature must be flexible enough to adapt to advancements and innovations
in key recovery technology, this standard will be initially reviewed in two years in order to
consider new or revised requirements that may be needed to meet technological changes.

16. Waiver Procedure.To be supplied by the Federal Government.

17. Where to Obtain Copies of the StandardTo be supplied by the Federal Government.

14
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Federal Information
Processing Standards Publication XXX

(Date)

Specifications for the

REQUIREMENTS FOR KEY RECOVERY PRODUCTS

1 OVERVIEW

1.1 Scope of the Standard

1.2 Road Map for the Standard

2 KEY RECOVERY MODEL

2.1 Key Recovery Information (KRI) Generation Function

2.2 KRI Delivery Function

2.3 KRI Validation Function

24 Key Recovery Requestor Function

2.5 Key Recovery Agent Function(s)

2.6 Cryptographic End Systems

2.7 Interoperability

3 SECURITY REQUIREMENTS

3.1 Key Recovery Agent Function Requirements
3.1.1 Level 1- Medium Assurance

3.1.1.1 Cryptographic Functions

3.1.1.2 Cryptographic Algorithms

3.1.1.3 Confidentiality

3.1.1.4 Integrity
3.1.1.5 Audit 23

3.1.1.6 Identification and Authentication

10

11

13

14

15

16

20

21
21
21
21
22
23

25
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3.1.1.7 Access Control

3.1.1.8 Authentication of Received Transactions
3.1.1.9 Non-Repudiation

3.1.1.10 Protection of Trusted Security Functions
3.1.2 Level 2 — High Assurance

3.1.2.1 Cryptographic Functions

3.1.2.2 Cryptographic Algorithms

3.1.2.3 Confidentiality

3.1.2.4 Integrity

3.1.2.5 Audit 31

3.1.2.6 Identification and Authentication

3.1.2.7 Access Control

3.1.2.8 Authentication of Received Transactions
3.1.2.9 Non Repudiation

3.1.2.10 Protection of Trusted Security Functions

3.2 Key Recovery Information Generation Function
3.2.1 Level 1 — Medium Assurance Key Recovery Information Generator
3.2.1.1 Cryptographic Functions
3.2.1.2 Cryptographic Algorithms
3.2.1.3 Confidentiality
3.2.1.4 Integrity
3.2.1.5 Identification and Authentication
3.2.1.6 Access Control
3536
3.2.2 Level 2 — High Assurance Key Recovery Information Generator
3.2.2.1 Cryptographic Functions
3.2.2.2 Cryptographic Algorithms
3.2.2.3 Confidentiality
3.2.2.4 Integrity
3.2.2.5 Identification and Authentication
3637
3.2.2.6 Access Control
3637

3.3 Key Recovery Information Delivery Function

3.4 Key Recovery Information Validation Function

3.4.1 Level 1 — Medium Assurance Key Recovery Information Validation Function
3.4.1.1 Cryptographic Functions

3.4.1.2 Cryptographic Algorithms

3.4.1.3 Integrity

27
29
29
29
30
30
30
30
31

31
32
33
33
33

34
34
34
34
34
35
35

36
36
36
36
36

37

37
37
37
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3.4.2 Level 2 — High Assurance Key Recovery Information Validator
3.4.2.1 Cryptographic Functions
3.4.2.2 Cryptographic Algorithms
3839
3.4.2.3 Integrity
3839

3.5 Key Recovery Requestor Function

3.5.1 Level 1 - Medium Assurance

3.5.1.1 Cryptographic Functions

3.5.1.2 Cryptographic Algorithms

3.5.1.3 Confidentiality

3.5.1.4 Integrity

3.5.1.5 Audit 43

3.5.1.6 Identification and Authentication

3.5.1.7 Access Control

3.5.1.8 Authentication of Received Transactions

3.5.1.9 Non-Repudiation

3.5.1.10 Protection of Trusted Security Functions
4950

3.5.2 Level 2 — High Assurance

3.5.2.1 Cryptographic Functions

3.5.2.2 Cryptographic Algorithms
5051

3.5.2.3 Confidentiality
5051

3.5.2.4 Integrity

3.5.2.5 Audit 51

3.5.2.6 Identification and Authentication

3.5.2.7 Access Control
5152

3.5.2.8 Authentication of Received Transactions
5253

3.5.2.9 Non Repudiation

3.5.2.10 Protection of Trusted Security Functions

KRA Availability

38
38

4142 |

66

The KRA facility should be required to have the capability to securely replicate any KRI stored

in order to support continued on-line access in case of a facility failure.

4 ASSURANCE REQUIREMENTS

66

68
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1 Overview

Federal Agencies have a right and a responsibility to protect the information and data contained

in, processed by, and transmitted between th&rmation TechnologylT) systems. Ownershid

of the information is often shared with individuals, companies, and organizations and therefore
requires that the government protect that information on its own behalf and on behalf of those
co-owners. That protection must meet or exceed Federal Government standards and the standards
of those co-owners.

Encryption is an important tool for protecting the confidentiality of communicated or stored data.
When suitably strong encryption algorithms are employed and implemented with appropriate
assurance, encryption can prevent the disclosure of communicated or stored data to unauthorized
parties. However, the unavailability, loss, or corruption of the keys needed to decrypt encrypted
data may prevent disclosure_to authorized parties. To facilitate authorized access to encrypted
data in the face of such failures, this Standard establishes requirements for key recovery products.

1.1  Scope of the Standard

This Standard neither requires nor endorses any specific technology for use in a Key Recovery
System (KRS). It endeavors to be technology independent, so as not to unduly impede
innovation in this new area. However, it is not the case that every conceivable key recovery
technology will be amenable to successful evaluation under this Standard, e.g., intrinsically
insecure KRS technologies may not be able to be evaluated.

This Standard presents a general model for a KRS. The model identifies functions that are
intrinsic to any KRS: the generation of Key Recovery Information (KRI), the management of

KRI, requests for key recovery, and the satisfaction of such requests by one or more Key
Recovery Agents (KRAs). The Standard establishes functional, security, security assurance and
interoperability requirements that apply to an implementation of each KRS function.

A product submitted for evaluation under this Standard must embody one or more of the KRS
functions defined in this Standard. There is no requirement that a product offered for evaluation
embody all of the defined functions; a compliant product may not constitute a complete KRS.
There is no requirement that a single product or a suite of products from a single vendor embody
all of the functions needed to provide a complete KRS. Thus, the Standard permits the modular
implementation of a KRS, based on the assembly of products from one or more sources. Since an
organization employing key recovery will require a complete KRS, additional guidance should be
provided via other documents to assist in evaluating the security of a system assembled from
products (from one or more vendors) that have been evaluated against this standard.
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The security of a KRS is dependent on a mix of security disciplines, including computer,
communication, procedural, physical, and personnel security. This Standard addresses only the
computer and communication aspects of KRS security. Other critical aspects of KRS operation
are outside the scope of this Standard. For example, a KRS must be available and survivable if it
is to ensure authorized access to encrypted data, but this Standard does not address such
concerns. Thus, compliance with this standard represents a set of necessary but not sufficient
conditions for overall KRS security and utility.

For example, many key recovery schemes make use of public key technology and an assdciated
public key infrastructure (PKI). The security of the resulting KRS is highly dependent on thie
security of the associated PKI. However, the many aspects of PKI security are outside the [scope
of this standard.

If key recovery is offered as a service byaganization-trusted-third-paythatparty
organizatiorcould employ products (e.g., a KRA) that comply with this Standard. However| the

use of compliant products does not ensure the security for a KRS as a whole, nor does it ensure
available or survivable KRS operations, as noted above. Hence, a KRS service cannot be said to
comply with this Standard.

1.2 Road Map for the Standard

Section 2 of this Standard defines the abstract model for a KRS and defines the functions
essential to KRS operation. Any product claiming compliance must identify which KRS
functions are embodied in the product. Section 2 establishes functional and interoperability
requirements for identified KRS functions. A product submitted for certification relative to this
FIPS will be evaluated against the functional and interoperability requirements applicable to the
functions that a vendor asserts are embodied in the product.

Section 3 defines the security requirements for KRS functiéng-Threelevels of compliance
are definedLevel 0,Level 1 and Level 2.evel 0 provides a low level of security for a Key
Recovery Requestor Function providing self-recovery, whereas Levels 1 and 2 provide megdium
and high levels of security functionality for other functions and key recovery scerarios.An
implementation-of afunction-atLeve orovides-basic-security-functionalitywhereas-Leve| 2
offers-a-higherlevel-of security-functionahityhe choice of level for an application or
environment is context sensitive, a function of many factors, and this Standard provides no
guidance to prospective users in this regard. . However, any product claiming compliance with
this Standard must declare the level at which each function of the product is asserted to comply
(i.e., the level of compliance claimed by the developer). Because of the mapping between
security levels and security assurance levels, it is not necessary to separately assert assurance
level compliance.
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Section 4 defines security assurance requirements for the implementation of KRS functions.
These requirements are derived from the Common Cfiteria represent a profile of that

security assurance evaluation criteria for use in this context. Three levels of (increasing) security
assurance are defined: A, B and C. For each KRS function defined in Section 2, and each
security functionality level defined in Section 3, one of these three assurance levels apply. Thus,
there is a one-to-one correspondence between security functionality and assurance levels, on a
per-function basis.

Appendix A provides illustrative examples based on the two key recovery schemes currently in
use — encapsulation and escrow. Examples are provided for communication between two
encapsulation schemes, between two escrow schemes, between an encapsulation and an escrow
scheme, and between each of these schemes and a system with no key recovery.

AppendixA-B contains illustrative examples of how to map the functions defined in the model in
Section 2 to sample KRS products in the context of common applicatterisis appendialso
includes examples of how to map several existing key recovery system technologies to these
functions. These examples are provided to assist vendors and evaluators in understanding the
KRS functional model, but are not normative.

AppendleC descrrbeshe concept oa Key Recovery BIock (KRB)a data structure thatould
: is format

WequeLfacmtate the encapsulatron of KRI from dlfferent key recovery schemes and allow
valrdatron of the mtegrrty of KRl in a KRS |n supporttbterequrrements specn‘red in Sectlon 2
, = tapdard

Appendix&-D definesartwo extensios for X.509 v3 certificatesone for use with a certificate
associated with a KRA and one for uagth subscriber certificatda conjunction with certain

private key escrow schemes-and-a-profilefor-otherextensions-employed-in-such-certificatgs.

Many KRS designs make use of public key certificalése extensiosdefined here providea
standard means of representing certain ghetissupportive of several KRS requirements. This
appendix provides guidance for KRS designers and standards bodies who choose to make use of
X.509 v3 certificates in support of key recovery, but this Standleedmandates neither the use
of X.509 certificates nosft-these extensions.

2'SC 27 N1953, Evaluation Criteria for IT Security, Part 3 — Security Assurance Requirements.
3
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2 Key Recovery Model

A Key Recovery System (KRS) enables authorized persons to recover plaintext from encrypted
data when the decryption key is not otherwise available. Key Recovery is a broad term that
applies to many different key recovery techniques. Each technique will result in the recovery of a
key — herein called the target key. The target key may be either:

* thedatakegata encryption key (DEKhat can be used to decrypt the data, or
* akey that can be used to decrypt the encrygi¢akelDEK.

The information required to recover the target key may be different for each technique. The term
“key recovery information” (KRI) will be used to refer to the aggregate of information needed by

a key recovery technique to recover the target key. The key recovery information can be managed
in a variety of ways. It may exist for only a brief time during electronic transmission, or it may
exist for a relatively long time in storage. The KRI may be distributed among multiple location(s)
(e.g., at one or more Key Recovery Agents (KRAs)-a-registration-autheritygssociated with |

or attached to a message or file, in end user systems, in third party systems, at a CA, in a
certificate, or in a requestor facility).

Two types of key recovery technigues have been addressed in this standard, key encapsulation
and key escrow. The key encapsulation technigue associates key recovery information with the
encrypted data in a manner which allows the KRA to recover the DEK. The key escrow
technique makes the cryptographic end system'’s key, usually a long term key such as a
public/private key pair, directly accessible by a KRA.

Figure 1 presents a generalized model for a Key Recovery System, consisting of a KRI
GeneratiogenerationKRI Managemenmanagemerand Key Recovery. The model addressels
the creation of KRI for the recovery of the target key, the management of the KRI, and the
recovery of the target key from that KRI.
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Figure 1. General Model for Key Recovery Systems

KRI generation is performed by a KRI Generation FunctiondRianagement is performed b
a KRI Delivery Function and a KRI Validation Function. Kesecovery is performed by a Key
Recovery Requestor Function and a KRA Function. The resulting five functions are shown in
Figure 2.
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GENERATION MANAGEMENT RECOVERY
| | |

KRI KRI Key Recovery

Generation *  Delivery *  Requestor

Function Function Function
[ ry
- | ]
! KRI Key Recovery
Validation | »  Agent
Function | Function

Figure 211111111122: The Five Functions of a Key Recovery
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The key recovery model addresses multiple key recovery techniquese(tems2-8ppendix
A) and supports a wide variety of data applications, including:

* InteractiveRealtimecommunication sessions
o Store-and-forwaifitaged delivergommunications
» Data storage

A Key Recovery System (KRS) may exist over multiple “locations” (e.g., cryptographic end
systems, KRA systems, requestor system, and storage or transmission media). The normal key
used by a target application exchange mechanism need not be affected by the use of key recovery
mechanisms. However, key exchange mechanisms may be used to support the creation and
distribution of key recovery information (e.g., the integration of KRI into existing key exchange
mechanisms is not precluded). In the future, key exchange protocol designers may find it
beneficial to integrate key recovery into the base design of the protocol.

AppendixBA provides examples of the distribution of functions of the model within productls
implementing a Key Recovery System.

The functions of the Key Recovery Model specified in this standard must be implemented in
products which, when used together with a key recovery policy and procedures, form a Key
Recovery System. A key recovery policy specifies the conditions under which key recovery
information must be created and the conditions under which key recovery information may be
released. The policy identifies the authorized key requestors and specifies the conditions under
which each requestor is authorized to access data. The policy may also indicate the allowable
Key Recovery Agent(s), how or where key recovery information must be maintained, and
whether or not the received encrypted information should be processed when key recovery
information is not available. The key recovery policy could be “hardwired” (e.g., implemented in
a manner which does not allow key recovery to be bypassed), selectable by a user, or
implemented in policy management tables or modules.

The remainder of this section identifies functional and interoperability requirements for key
recovery products which are designed to be conformant with this standard. Requirements are
designated by “Req” numbers, and the requirement and its number are presented in a bold font.
Explanatory text is provided in subsequent paragraphs.

(Req. 1) There shall be a well-defined mapping from the key recovery functions
of a product to the functions of the key recovery model. A vendor shall
provide a document describing the complete KRS scheme in which
the product(s) submitted for evaluation are intended to operate. It shall
be possible to test the described interfaces between the product(s)
and the functions needed to provide a complete KRS scheme. PBRob |

7
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= REDEFERMINNG T EE SN ER RRODUCTE A

CRYPTOGRAPHIC END-SYSTEM} ‘
A product claiming compliance with the Standard must be mappable to one or more of the KRS
functions defined in this Standard. There is no requirement that a product offered for evaluation
embody all of the defined functions, nor is there a requirement that a single vendor provide a
complete KRS. The modular implementation of a KRS, based on the assembly of components
from one or more sources, is allowed. However, a vendor submitting a product for evaluation
must provide a thorough description of how the KRS functopesatein the producand how
theyfit into a complete KRS. The description must include all interfaces between the KRS
functions embodied in the submitted product and any KRS functions with which these functions
interact. For product evaluation, it must be possible to test these interactions, either by

assembling a complete KRS, or through the use of simulation, test fixtures, or through analytic
meanshexdtrermJar-re—FoCrelationship|

(Req. 2) A vendor submitting a product for evaluation shall submit a theory of
compliance document that describes how the product complies with
all of the applicable requirements in this FIPS.

The scope of the theory of compliance document includes all of the requirements establishjed in
this FIPS, including functional, security, and assurance requirements. (A document addregsing
the security and assurance requirements is sometimes referred to as a “security target.”)

Reg—2}(Req. 3) A product submitted for evaluation shall be configurable so |
that it would be possible to interoperate with some product(s) (extant
or not) to form a complete KRS composed only from compliant KRS
functions. Each KRS function in the selected subset shall be capable
of operating independently of the functions outside of the selected
subset.

A product may be submitted for the evaluation of a subset of the KRS functions it provides. This
allows a product to offer both compliant and non-compliant KRS functions, and receive
certification only for the compliant functions.

Reg—3}(Req. 4) If a function in a product submitted for evaluation may operate
in both compliant and non-compliant modes, the product shall be
configurable so that one can determine unambiguously whether the
compliant or non-compliant mode of the function will be invoked.
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2.1 Key Recovery Information (KRI) Generation Function

Reg—4)(Req. 5)  Each instance of the KRI Generation Function shall generate |
all or part of the KRI. If KRI is generated by more than one instance of
this function, the set of all KRI generating functions shall yield KRI
sufficient for key recovery.

The KRI Generation Function consists of one or more KRI-generating ertitesalled-KRI

providers A KRI--previdergenerating entitgould, for example, be the sender or receiver of
communication, a Certification Authority (CA), a Key Distribution CerdeRegistration

Autherity; or a component vendor. The KRI may include the identity of a KRA, the identity af a
key, a date and time, authorization information, an indication of the key recovery type and
manufacturer, an algorithm identifier, an encrypted key, or pointer information (e.g., information
that points to the location or holder of a key). The method in which this function is implemented
often differs among key recovery schemes, hence no detailed requirements are expressed for this
function.

The KRI Generation Function may be distributed over multiple locations (e.g., systems, or
hardware or software products) - all KRI required to recover a giaenkeDEK/ciphertext set |
need not be created by the same generating entity. For example, the entity generating an
encryption key pair may be different than the entity using that key pair to secdegdahHeDEK
which was used to encrypt the ciphertext data. See Appéndifor further examples.

During an initialization or configuration stage, and at times of periodic updates, the KRI-
generating entities obtain initialization information and cryptographic parameters, or otherwise
are configured to establish shared information as necessary with the K&i(syder toallow
key recovery. For example, fEiR-key encapsulation systenisee-Appendix-Einitialization
may involve obtaining authentic copies of the KRA public key(s) for subsequent use in
encapsulating the KRI by the cryptographic end system. For key escrow sistemgpendix
E), initialization and configuration may involve setting parameters that will allow a secure
communication channel to be established between a cryptographic end system and a KRA for the
escrowing of private keys. These are critical aspects of the overall Key Recovery System, but
their definition is beyond the scope of this documgnitlS IS WHAT WE RECENTLY
CALLED RRI. DO WE NEED TO CREATE ONE OR MORE NEW FUNCTIONS FOR THE
MODEL (RECOVERY REGISTRATION INFORMATION GENERATION, DELIVERY, ...),
UPDATE FIGURES 1 AND 2, ADD A NEW SUB-SECTION HERE IN SECTION 2, AND
CORRESPONDING SUB-SECTIONS IN SECTION 3, PLUS NEW TABLE ENTRIES IN
SECTION 4.]

Reg-—5}(Req. 6)  An instance of the KRI Generation Function assembles and |
formats all or part of the KRI for use by other key recovery functions.

9
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The KRI Generation Function generates, assembles and formats the KRI, as appropriate, for
consumption by the KRI Validation Function, the Key Recovery Requestor Function and the
KRA Function. The format of the KRI and its delivery method is generally specific to a key
recovery technique. Information may be acquired from multiple sources (e.g., one or more CA
certificates, a key generation device or a time stamping device) in order to generate the required
KRI necessary for a given key recovery technique.

A method is required for associating encrypted data with the KRI that can be used to recover that
data. This may be accomplished in a product by (1) providing plaintext information pointing to
the KRI within a structure containing the encrypted data, (2) providing plaintext information
pointing to the encrypted data within a structure containing the KRI, (3) by a well-defined
placement of the KRI and the encrypted data (e.g., within the same message), (4) by acquiring
information from 